
lri 1-:i n11-W ~t111~uu bri~ei6li 1El6'1116'1t1b 'VI f'16'1uu 6'1t1t1 n11 b~Eit1n116'1eit1 
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1J'Vi11'Vl 1:.116'11:.1116l1.f1!] b 'l"l6l.i'a'IJ'at'U 
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\911'1J6'1'61~b~1:.H1 £J1bflm~B.:1bw 0wm1ru ~.:1V11~bw"!i1u1ru 
'U 'I.I 

<\l1u1u 1 -a~uu 

(Controller Wireless Access Point) ~1'U1'U 1 J~U'U ,, 
flru~mm.i~bu'W1~ ~.:iii • 

1) e.i'\.Jmru~bi.'ltle.J~e.J\le.Je.Jflbb'\J'\J:1J1~1V11u1-i!mufllle.JUmru Wireless Access Poiht 11i'1movn~ ~1'UTuhJ • • • 
iim.1n--J1 1 '1lli'1 • 

2) ~·vrnfa 10 Gbps mh:1iim.i 2 vrn41?1 Lli'1t1~e.i,rrn ,rfom'Jv\'1\11'Ubb'\J'\J 802. lAX 

3) ~vrn41?1 1 Gbps e.itJ1\ltfeit1 3 vrn41?1 b~eiv\'1\11ti1tifl1'J'U~V11'J~li'1fl1'J 
4) i.'11:1J1'Jflfl1'\Jflll Access Point 1till~tfe.itiffJ1 120 bf\~e.J\l bbft~i.'111!1'Jfl"Utl1tJ 1~i.'l\li.'lli'1 1500 bfl~mmc.ilu 

• 'U • 

e.iumru1?11 b~m bbft~i.'11111'Jmei\15'rnfl~ei\l~n~1ti1~~ti'eit1nrJ1 20,000 bri~ei\l 
' 'U 

5) i.'11ll1'Jflvl1\11'U11?i'l?l1llml?l'J5jltl IEEE 802. lla, 802.l lb, IEEE 802.llg , IEEE 802.lln bbft~ IEEE 

802.llac 

6) i.'11111Jflfl1'\J~llfl1'J1'1fo1ti"Ue.J\lbf\~e.J\l~fl~ltJ1~m~~'\J Application vis ibility bbft~ control (AVC) 

7) i.'11111'JflJ€l\15''Ufl1'Jvl1 VLAN Hi'?1\li.'lli'1 4096 
'U ' 

8) i.'11111'Jflbzje.Jll~e.Jfl'\J Access Point 1~(9111! Control and Provisioning of Wireless Access Points 

Protocol (CAPWAP) 1?11:1-JJUbb'\J'\J DTLS 1JJ 
'U 

9) iJ'J~ uu1n~1f\11llUfteJli'1DtJl'l1llll11'115j1tl Wired Equivalent Privacy (WEP), 'Wi-Fi Protected 

Access (WPA) , Wi-Fi Protected Access 2 (WPA2), TKIP , AES, CBC, CCM, DTLS, 802. lAE bb~~ 

HMAC: Keyed Hashing for Message Authentication 

10) i.'11111'Jflvl1fl1'Jl'l'J1'ili.'leJ'UeTI-i!\11'U1?11llll11?l'J~1'U IEEE802. l x EAP-TLS 11?1 
'U .. 

11) i.'11111'Jflvl1fl1'Jl?l'JTil~'U bb~~DeJ\lfl'U Access Point bbU~flUfteJl.11~ (Rogue access point detection 

and detection of denial-of-service attacks) 

12) i.'111!1Jflvl1\11'U1ti~'\.JbbU'\J Enterprise Mesh bb'UU11i'1ti~eJ\li.'111!1'Jfl1-il~1lln'\J Access Point bbUUmti1ti 

bb~ ~m tit! e:i n 11?1 

13) i.'111!1'Jfl'\J~Vl11~1i'1fl1'J~Umru~1 'U HTIP, HTIPS, TFTP, Syslog, SSH, SNMP (vl/2/3) bbft~ 

Command-line Interface (CLI) 1~blltieitJ1\ltleJtJ 

14) eiumru~eJ\1~1'Ull1\?l'J~1'Uf\?111Uft€Jli'1JltJ \EC, KN24, EN bh~ ~ UL blltieitJ1\ltleJCJ . .. 
1 s) ~ bi.'ltiei'J1f\1 ~ei\l bi.'ltiei ~~l?lJl'rusvi~~ bfl ~ei\IV1:1J1 t.Jfl1'J A'1 b~tn ntin'Ueiu mru11 ti m1~ 2 

'U ' 

16) e:i'\.Jmru~bi.'l'UeJ~eJ\lvl1'11'U~1l.lnuei'\.Jmrum~"il 1tJ~ru ru1 ruB'UbV1eJ {bul'l1'fo1 t.1 (Wireless Access Point) ~ 
~m'lvm1fio 1ifo1u1ui1>1Uu1iilil~a0100 • • · _£ 



I 

2. ':i::::'U'Um::::'il1t1~ruru1ruB'Ub'Vl B'hul'IHa18 (Wireless Access Point) 'W~Bil ~~H~.:J "il1'UTU 1 ':i::::'U'U ., ., 
Q,/ Q,/ JI 

f'Hl.!5lm~ru::: bij'W1:::~.:i'U 
' 

1) b~'Ue:i'\.Jmru Wireless Access Point ~6'1U'U6'1'Ll'Lln1'~vl1'l1'W\911:1J:IJ1\91':i:U1'W IEEE 802.1 la, IEEE 802.1 lb, 
q q .. 

IEEE 802.llg, 802.lln, 802.llac 1~blJ'We:i~1-:iue:iCJ '11m'WhJifoCJn11 120 'Ut'l 
q 

2) bllmiumru Access Point ~mm1'1v11-:i1tJ~1:1Jn'U WLAN Cont~oller ~L6'l'We:J 1~mh-:i:iJi.J1~~'VlB.f11'\"J 
q 

3) e:ii.Jmru~e:i-:i:iJL?t1e:Jlnll"lbb'U'U .f11CJ1'W 'UtJt'l interna l horizontal beamwidth 360° 
q 

4) ijV1t11e1rn1:1J~lbb'U'U DRAM 1iiifeie1n--J1 512 MB bbfl~ Flash 64 MB bU'We:J~1-:iifeie1 

5) b6'11e:Jln11'11.!l1CJ1'Wmm1'11-tl-:i1'U~l'Wfnl:IJ~ 2.4 GHz~ 4 dBi bbfl~ 5 G Hz ~ 4 dBi 

6) ~i.Jmru1 e:i-:ifom1v11-:i1'ULL uu MIMO 3x4 1~ Lbfl~?11m1'1~'loLJe:JJ,jfl 1~ 3 Spatial Stream zj-:i?11m1'1 

1e:i-:i1''Um1ci1 CJ fotJoLJ'e:i~f1~-:i~t'l 1:iJue:iCJn11 1.3 Gbps 

7) 6'1U'U6'l~'Wn11vl1 Dynamic Frequency Selection (DFS) 1~ 

8) ?IU'U?l~'Wn11vl1 Cyclic sh ift diversity (CSD) 1~ 

9) ?IU'U?l'W'Wfl11:1J'l.Jfle:J\;1DCJ'Ue:J'l1~'U'Ubfl~e:J'll1e1lfo1mL'U'U 802.11 i, VVi-Fi Protected Access 2 (WPA2), 
' 

WPA, 802.lX, Advanced Encryption Standard (AES) bbf1 :::: Temporal Key Integrity Protocol 

(TKIP) 

10) iJ'Vrn1\91 Gigabit Ethernet 10/100/lOOOBase-T Mbps ~mm1me:i-:ifo PoE \911:1J:IJ1\911~1'W 802.3af, 

802.3at 1~ 

11) :nlvfa?1t'l-:i?1m'Wm1ruv11-:i1tJ'U e:i-:ie:ii.Jmru 
' 

12) ii'We:i11'l Console bb'U'U RJ45 ei~1-:iife:ie1 1 'l"Je:J{\91 

13) e:ii.Jmru?11m1'1v11-:i1 tJ \911:1J?tm1::::1.1.1t'l~e:i:1J1~~e:iruV1n :D o ~-:i 40 e:i-:imL61Jf1L6i!CJ6'1 
q ' " 

14) 1til-r'Um1-rme:i-:i Wi-Fi Certification m1::::?1e:Jt'lfl~e:i-:ioLJ'e:in1V1'Wt'l\911:1J:IJ1\911~1'W UL, EN, !EC bbf1:::: FCC ~ 
1.M CJ1-ii'e:i-:i 1~b ll'We:i~1-:iue:iCJ 

15) ~ L61'Wm1A1~e:i-:i L61'We:i ~ ~ \91.ilrusn~iJ 1.A ~e:i-:iillm CJ m1f111.~CJ1 ntJ nue:ii.J m ru11 CJ m1~ 1 
" ' 

aJ Q tld. ~ • 21 Q! ' o 
3 . ':i::::'U 'Um::::'iJ18r;lruru1rueJ'Ub'VleJ':ib'Ul'lfl11:!Jb':i'H'l.:J (Access Switch Ethernet ) 'W':ieJ :IJ l'l~l'l-:1 'il1'U1'U 1 ':i::::'U'U 

CV QI 'U ' 

CV Q,/ JI 
Aru6'lm~ru:: bu'W1:::: ~.:i'U 
' 

1) :iJ-de:i-:i~e:i~qiqi1ru ('l"JeJ{\91) bb'U'U 10/ 100/ lOOOBASE-T ~1'W1'W1iiife:ie1n-i1 24 'l"JeJ{\91 

,\'1mtJ1:iJifoCJn11 10 'Ut'l 
' 

2) ffi:IJt'lflbb'U'U l OOOBase-LX/LH ,\'1mtJ1:iJue:iCJn11 10 'Ut'l 
" ' 

3) ii'lie:i-:i~e:i~qiqi1ru ('l"JeJ{\91) bb'U'U SFP Gigabit ports ~1m'W1:iJl.Je:ie1n-:l1 4 'V'leJ11'l 1e:i-:i-rum11-tl-:i1tJ~1:1Jn'U 

b:IJt'lflbb'U'U lOOOBase-LX/LH 
" 

4) ~i.Jmru~e:i-:iii'U'Wl~'UeJ'l Switching Bandwidth 1iii!e:iCJffJ1 56 Gbps Lbfl:::: Forward ing Rate 1iiife:ie1 

ffJ1 41.00 Mpps 

5) ~i.Jmru~e:i-:iil 'U'Wlt'l'Ue:i-:i Flash memory 1:iJue:iCJn-:11 256 MB Lbf1:::: DRAM 1:iJi.Je:iCJn11 512 MB 

6) ?IU'U?l'W'Wn11vl1'l1'W Virtual LAN (VLANs) 1:iJue:iCJff-J1 64 VLANs 

7) •il'u•~uni,1ii'1u Internet Group Management Protocol (IGMP) 
1

• 

3 
~ 

8) •1m,o>i1 Port aggregation \rll /~"~ 



9) ~Uf1'HUi.'f1ll11t1Vl1 Access Control Lists 1'u1::;~u Layer 2 1Pv6 66f1::; 1Pv4 for security 6rn::; QoS 

AC Es 

10) ?11ll11t1vl1 User Authentication h.i~n~ru::;"Ue:J-:J IEEE 802. lx 

11) i.'f1lJ1'Hlvl1-'.11'U~1lJn'Ue:JUmru TACACS+ 66(;1::; RADIUS 1~ 
~ 'I t{ I I 

12) i.'f1ll11fl'U1Vl1166f!::;rnuAlJeJ'lJmrum'U'Vl1-'.I Web UI, command l ine interface/Telnet, SSH 
' ' ' 

13) i}we:ifa console 66'\JU USB 66f1::; RJ-45 Console e:itJ1~i!mmtJ1~r;i::; 1 vrn1!?1 !?11:W~1~'U 

14) f.'li!'Uf.'l'U'Ufl11~\9lfl11e:itJmru~Tu SNMP version 1, 2 6661::; 3 1~ 
' ' 

15) i.'11ll11m'fo-:in'U Spanning Tree loop 1m\9lt.JiJY1-:in-B''U UDLD (Unidirectional Link Detection 

Protocol) , Spanning Tree Root Guard 66f1::; BPDU Guard 1~ 

16) e:itJmru~e:J-'.1~1'Uf111~'U':itl-'.llJ1!?11:01'U IEC, EN 66(;1::; UL 1~61J'Utitl 1-:J tltlt.J ' ... 

4. ifein1WU~b~a.lb~a.I 

1) e:itJmru~~\91 ~~'Vl ne:itJ mrum t.J 1'LI1ri1~m1d~e:i~'Ll1m 1 ~riru::; mnJ m11?111'11'tJ !?111'1i.'le:iu ne:i'U~'l::; 
' ' ' ,, 
1'116iJ'Ufl11~\91~~ 

2) e'.f 1'u~1-:i~t1-:i1'utJ1::; n'tm rum'Wm1Vl1-:i1'Um'W11:w"Ut1-:i1::;uu 1\91 t.ie:itJ mru~~\91~-:i l91't1~i.'11ll11m zjm.J ~e:i 1 -if 
'lJ ' ' 

-:i1u~1w1rn::;uu 6~:W"Ut1-:i:wvi11'Vlmr;rt.J~iJm11 .U-:i1tie:it.J"l tiU'1'1Dtl Hi\ uue:itJ1-:i~ 
'lJ ' 

3) e'.f 1'u~1-:i \9le:i-:i~16 'Llum1~\91~-:i1::;uu~-:ivi:w\91 66fl::;'Vl\91i.'le.Ju m1v11-:i1ti"UeN1::;ut 1 ~?11m1ti'W~e:i:w1 .U-:i1u 
'lJ 

e:itJ1-:i?1:wmrune:iu~16'Llum1m1'1fo 
'lJ 

4) e:itJmru~~\91~-:imt.11m::;tJul91e:i-:imll11ti'Vl1-:i1unm::;uu1 <Wvh1utJ1::;6<i.11"11vim6uu 220-240 VAC, 50Hz 
' 
1~ 

5) e'.f 1'u~1~\9le:i~~\91~-:i 1::;uu 6661::; 6~ti?11t.J 6 zje:i:w~e:ie:iu mru1 ~6 um::; 6'llt.itJ1\91t.J 1 .Ue:iu mru-d1t.J 1 ti m1~ \916ntJm t.1 
'lJ ' ' ,, 
V1-:i1::;uu 

6) 1::;vi11-:im1~\91~-:i vi1n'Vl1-:i1uue:im 1m11'1ln11 e'.f fo~1-:i1'1::;\9le:i-:i 6uue'.f~tJm1::;1um1~1t.Jr\1~1-:i61m 
'lJ 'lJ 

1~nu6~1vii!1~"Ue:i-:ie'.f 11~1-:i 
'lJ 

7) e'.f 1'u~1~\9le:i-:il'\'16 'Llti n11e:im:w m11 i-:i1ti"Ue:i-:i'Vlne:itJ mru bbne'.l\91 bbr;i1::;uu"LJ e:i-:iuvnivi t.11 ~ t.1 hli!e:i t.1 n11 6 
'lJ 'I 'I 'U'U 

'8'11:w~ 
8) e'.f ~u~1-:i\9le:i-:ici-:i6e:inm1fii'.lti m1~191~~ 6661::; H~1u uuum~11 vim661::;m~18-:i nri~ 1~66ne'.f19166r;i1::;uu"Ue:i-:i 

'lJ 'lJ 01 'U'U 

:WVl1l'\llt.J1~t.I e:itJ1-:iift1t.Jt1tJ1-:ir;i::; 1 QtJtJ 

9) e'.f fo~1-:i~e:i-:ici-:i 6e:Jf1?111~u1e:i-:i~'VlBm11 i-:i1ue:i'lJmru m::;'11 t.1~ruru 1ruBm 'vie:i 16{i1?11 ~?11t.1 (Wireless 
'U 'I v v 

Access Point) ~-:i11t.1m1~ 2 ~66i.'f\91-:J~~~viBm11'i1~1'Ue:i'lJmru'\?l~n~1T~1m'LI1~i!e:it.1n11 120 ~'Vl~ 
' 

1 O) e'.f~u~1-:i1 '1::;~e:i-:i1'utJ1::;nuArum'Wm1Vl1~1u"Ue:i-:i1::;uu 11:w~~e:iumru~~l'l~-:i1 m::;urnbuu On-site 
'\J ' ' 

service l\9lm~e:imru~1::;uu:i:iurum~1:iJ 6~t.11num1m?1t.1Vl1t.J"Ue:J~e:J'lJmru e'.J-rtJ~1-:J "1 ~€l~66m 6LJ 1 ~1::;'U'U 
v ' 'lJ 

i.'f 1:1.J11 t1 fl~'U:l.Jl Hf ~1'U 1~m tJ 1 'LI 24 -B'11:w-:i 6661::; 6~e:J m ru~ 1::!'UtJ:i:iU '1JVl16 tie:i~ '11 fl A11:1.Jb?f t.JVl1tJ6LJ e:J ~ 
e:iumrue'.f~u~1-:i1 ~t1~61J~t.1'Ue:iumru~?11m1ri'Vll'l6b'Vl'U 1~mm1ri1i-:i1'U1~un~mt.J1 'LI 48 -B'11:w-:i 1 ~6~:w 

' 'lJ ' 

i!u~-:i66~l'Ub6~-:i 11'lt.1m11 ~u~m1 e'.J~u~1-:i1 '1::;~e:i-:i'Vl1m161it1:w666ll:W vi~mtJ~t.i'U1Vlil1\91t.J1 ~fill'lnm~ 66~-:i 
'lJ 

61ie:i:wvi~t1"Ue:i~uu~m16ll'U~1A''1) 11'lt.1~~11~1-:i 1il~e:i-:i~u~\91'1lt1ur\11-rr~1t.J 1\91 61 ~-:i~'U 'LIB m~t.J'11nri11;w 
6~ t.1V11mJmn191'11 nJl' t.1611:1.J'lll ~ V!~e:ii1.Ve:i'W?1'1tl11ri11;w6~ t.1V11t.1~6n\91~'U 1il1~ 6n \91 '11 f1A ruil 1'W 'll e:i-:i 

'lJ ' 

e:iumru 
' 



11) ~-ru~1-:i"1 'il~~e:i-:iilbb~t1m1tl11-:i-rm~11~uu bbi:l~~1bUt!fl11\9111'ilb~f1\911l.Jbb~t! mh-:iife.it.Jlli:I~ 2 ri~-:i 
~ ' 
'1imt1 3 tJ 

12) ~ bG'1t1m1ri1~e:i-:i-ru1.h~ifom1v11-:i1t161Je.i-:i1~urnbi:l~e:i'\Jmru'Vl n~ti 11l.J~-:ir11bb1-:i~1-:i ., ~m'il'il~ bfi~~ti 
'll q , I 

1u1e,,m1iit~Uo""i1 3 il Le"iiLon~11\'rno,m1\'u.J1etl'u'1mfl,;'~, y 
. G' 


